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Defect management position in this seminar

Software engineering

Software lifecycle model

Software process model

De-facto standard process framework
CMMI

Process implementation (PSP)

Defect management
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Part | : Defect Management

-Watts. S. Humphrey
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Facts about Defect Management

L)

> (biased error)

» Index (round-off error), /

> 15 % (1975)
> 80% 20% (1995)
> 80% 20% , (2001)

> (review), (inspection),

> 75% (2001)
> (2002)
> 90% 10% (2001)
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Facts about Defect Management (Cont'd)

o (life cycle)
» 20-20-20-40
>

X logic path 55~60%
> logic path code review inspection

<> (review)

90%

>
>

X (review) ,

» Logic path  100%

(review) ,

> 1~-3 (retrospective)
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Fallacies about Defect Management

> (inspection)

> , (2001)

<Facts and Fallicies of Software Engineering>, Robert L. Glass
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Review

* Review major vendor

» Review
> 20~30

» Review

s Review ,
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Defects Management

Defect Mgmt. Methodology

Programming Process (WRG Suggested)

v

Code Review

Compile

|
v

Execution

Inspection

\ 4

» Inspection Code Review Systematic QA , 6
(Planning, Overview, Preparation, Meeting, Rework and Follow-up)

» Inspection Code Review , ) ,
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Part Il : Code Review

-<Personal Software Process>
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S S/W

S/W ¢
S/W S/IW
S/W l
S/\Q’ W S/W S/W 1
Review SIW /
W Program Source File SIW
audit i
Review Review
S/W
S/W ) Package
S/W Audit S/W
S/IW Audit —
S/W Audit
X review team activity review
X , personal review guide
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Review Methods

= |nspection

» S/W team review

>
» 1976 , Michael Fagan
» Partlll
=  Walk-through
> (less formal)
> SW SW (walk-through)
>
> )
» Inspection (preparation)

=  Personal Reviews
>

» Workstation , compile

review method ( , , test case )
, 1 review
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Why Review Programs

=  Review

review

review

Relative code

Relative Unit Test

Relative Post Unit

review time Fix Time Test Fix Time
38 Pascal Programs 1 8 16
25 C++ Programs 1 12 60
= Fixtime defect type
= PSP , review fix (
testing 3 ~5
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Why Review Programs (Cont'd)

» Review defect
> Logic
> ,
(construct for mental-context)
>
“Review
= Testing (symptoms)
» Testing
> , OSSs/w , 3
defect
.2 defect
(by review)

o debugging

(behavior)
defect (debugging)
, defect
5
71 defect
, S/W Logic, Parameter
S/W 77
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Personal Reviews : Review First, Then Compile

“If you want a quality product, spend the time to personally engineer it, review it, and rework it until you are satisfied
with its quality”

> compile testing
. , compile

»  Compiler

e Complaints about “How slow the compilers are !”

> compiler
e C++ , syntax defect ( 9.3%)

" compile ,

>
" Compile time defect testing time defect

» Compile time defect , testing time defect
" review compile ,

»  Compiler review m
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Review Principles

= Review
> Review , compile 80% defect
>
> review measure review (review yield)
. ) 2005 1 w review yield 60%
. review
» Review , entry criteria, tasks, exit criteria
» Review review , , ,

a Set of Tasks :
Entry Criteria : (Objective)
Input Output
(Function)

v
v

Exit Criteria :

= Review , review
» “Learn from the facts. Let the data talk, and use your best judgment”
» Review measure
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Code Review Process

Code Review Process
Entry Criteria :

Program design
Source program listing
Code review checklist

Coding standard
Defect type standard

Defect log forms e
Stop watch (optional)

a Set of Tasks :

Correct

Check

Exit Criteria :

A fully identified source program
One or more code review guideline and
Checklist with every line checked
All identified defects fixed
Completed defect logs
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Code Review Process

Code Review Process

7

Entry Criteria :

Program design
Source program listing
Code review checklist*
Coding standard
Defect type standard
Defect log forms
Stop watch (optional)

a Set of Tasks :

Review

Correct

Check

7/ )

Exit Criteria :

A fully identified source program
One or more code review guideline and

Checklist with every line checked
All identified defects fixed
Completed defect logs

- /
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Entry Criteria : Checklist

= C++ checklist (1/2)

. , , Methods Checklist

Includes = [ncludes

Y

> /procedure

- (Pointer, , ‘& )

> /Class ‘.’ ?

»>Pointer ?
>Null ?
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Entry Criteria : Checklist (Cont'd)

= C++ checklist (2/2)
ex SUEQ BSAE o3 = TE %
2 E PointerE &4
>NULL gt 2 =J|8 & A=01?
Pointer >ARIGH| MOl &S0 AEIk?

A "ol AFSEE 222 AFISHD A=IF?

All rights reserved

(1 {12 REGH ABH=K 2O
==, =, || S8 A0l HEEHX| &0l
=) ot pr i _ Cl =
=EEEX ot a0l ()2 m 3l S0y AT el
8 ool J3 DEO RE S B (8872, 8Ee #58)
= 9SO} Y BES E40D UK 2ol
DEEO0I OGS E2X B3
orel /e >HEoH A HA=I?
>ER =0 €=
AHEI OIAF (4 E 7 R SHES YIS o|a I o MUHIMO=2 ™
Hubxol 33 "AIAE Ol =2 UK Rt 2HS= Mdol)| ?lof Z208sE Mg Hoz Z&E
Al
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Checklist tip

=  Checklist , checklist review ,
. topic checklist section

> code review

. ) condition checklist

>
. , bottom-up review

> review

> Cf. top-down
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Checklist

checklist
¢ W. Humphrey , “syntax, interface, function assignment” 97% defect
review log , checklist
review PSP (defect type standard)
) WRG Z130 Checklist ( )

Pareto distribution

>
>

defect

defect type sorting
;1 Code
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Code Review Process

Code Review Process
Entry Criteria :

Program design
Source program listing
Code review checklist

Coding standard*
Defect type standard
Defect log forms
Stop watch (optional)

a Set of Tasks :

Review

Correct

Check

7/ )

Exit Criteria :

A fully identified source program
One or more code review guideline and

Checklist with every line checked
All identified defects fixed
Completed defect logs

- /
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Coding Standard

=  Checklist

. (standard)
» Coding standard ,
= Defect

» Code (readability) ,

» GNU Coding Standard

» Atacama Milimeter Array C Coding Standard

» SUN Java Coding Standard

» C++ Coding Standard
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Coding Standard (Code Standard C++)

Purpose C++ Program2 <&t A&

Program Headers E= Z20HE ANEE [ fFALHO| 2= Headers &4

H e ad e r %’: /%I / kkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkhkkkkhkkhkkkkkkkkkkkkkkkkkkkkhkkkkhkhkkhkkhkhkkkkkkkkkkkkkkkkkkkk /
/* Program Assignment: the program 213& */
/* Name: N H */
/* Date: W A& */
/* Description:  JH2 LH&(Program)1t FunctionOf CH &t */
/* 2rtefst 849 */

/************************************************************************************** /

Listing Contents Listing contents Ol CHEt 2 M=
C 0 nte nts / kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk /
Example /* Listing Contents: */
/* Reuse instructions */
/* Modification instructions */
/* Compilation instructions */
/* Includes */
/* Class declarations: */
/* CData */
/* ASet */
/* Source code in c:\classes\CData.cpp */
/* CData */
/* CData() */
/* Empty() */
/***********************'k'k*******'k'k******************'k'k'k******************************* /
Reuse e Program@| 20 st &Y L declaration format, parameter 2t 1t type, limitS0l (s A& M3
instructions o lllegal gt0ll CHet A1, overflow condition ¥ L&A =S FEE = U= 23S conditiontfl CHEt 20 M3
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Coding Standard (Code Standard C++ cont'd)

R e u S e E X am p I e / kkkkkkkkkkkkkkkkkkkkkkkkkhkkkkhkkhkkkkhkkkkkkkkkkkkkkkkkkkkkkkkkhkkkhkhkhkhkhkkkkkkkkkkkkkkkkkkk /
/*Reuse Instructions: */
/* int Printline (char *line_of character) */
/* Purpose: string2 Z &l E &, ‘line_of_character’, on one print */
/* line */
/* Limitations: line 21012 X/CHgt2 LINE_LENGTH gt2 2 XHI&t */
/* Return: T EIL ZHIZA ZAUAS 2R 0, elsel */

/************************************************************************************** /

Identifiers 2= B2 &9, constants & identifier2 SH 0| %= A 2H0 HI ALS. LELEOIX E= = 22 Olotn
&t & Xtel(single-letter) B+ AFE 2K
Identifier Int number_of_students; /* BESAEQ O */
Example Float x4, j, ftave; /* REX Rt AE2 0l v/
Comments o DESHUHES AN E =UANI2EJ UHES IIEE
e JIE%=Comment= 22| SHU SX0f| st &Y 2 €1 A0 0F &
o B A Al IO CHE OISR E E Ok &
Good Comment if(record_count > limit) /* 2 & record Jt & 810 & & (count) T ASLID?  */
Bad Comment if(record_count > limit) /* record_count J} limit2| g2 Ct */
/* 2K &0l */
Major Sections 2 25 ©9 TZ 18 section2 1 sectionl T Z NI A0 CHE &2l 2Y (Block Comments)S Al &2 =2 &
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Coding Standard (Code Standard C++ cont'd)

Example

/*************************************************************************************** /
* H O o« H] = =5 *
/* & section2 ‘grade’ arrayl| LHES 2 &0t /
* St 1k = = 3 *
/* 230 BHagts MEE /
/*******'k****************************************************************************** /

Blank Spaces

Indenting o ZSO YHIICI=SWHMIIE dliet

o ZSO| A& E2 AAXE LHOHH =Alotet
Indenting While (miss_distance > threshold)
Example {

Success_code = move_robot (target_location) ;
If (success_code == MOVE_FAILED)

Printf (“The robot move has failed. \n") ;

}
}

Capitalization

o 2= defines= 2 XE AtZotet
e identifiers and reserved words2t 22 CIE A2

= 22 AE AtSotet
o MEXNHN EXX=E EXs MEES 2l &4E +

UHN HWA2XE HEOHH AU ALES

Capitalization
Example

#define DEFAULT-NUMBER-OF-STUDENT 15
Int class-size = DEFAULT-NUMBER-OF-STUDENT ;
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Code Review Process

Code Review Process

7

Entry Criteria :

Program design
Source program listing
Code review checklist

Coding standard
Defect type standard*
Defect log forms
Stop watch (optional)

a Set of Tasks :

Review

Correct

Check

7/ )

Exit Criteria :

A fully identified source program
One or more code review guideline and

Checklist with every line checked
All identified defects fixed
Completed defect logs

- /

Extreme Emotion WRG




Defect Type Standard from PSPO

10 (Documentation) , Message

20 (Syntax) , , ,

30 (Build, Package) , Library, Version Control
40 (Assignment) , , ,

50 (Interface) Procedure , ,

60 (Checking) ,

70 (Data) :

80 (Function) , Pointer, , , ,

90 (System) , , Memory

100 (Environment) , Compile, Test,

(R. Chillarege, IEEE TSE 1992)
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Extended Defect Type Standard

%

10 (Documentation) Comment, messages, manuals 1.1
20 (Syntax) syntax problem 0.8
21 Typos Spelling, punctuation 32.1
22 Instruction formats General format problem 5.0

23 Begin-end Did not properly delimit operation 0
30 (Build, Package) , sSystem build, Version 1.6

Control

40 (Assignment) assignment problem 0
41 Naming Declaration, duplicates 12.6
42 Scope 1.3
43 Initialization and scope Variables, objects, and so on 4.0
44 Range Variable limits, array range 0.3
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Extended Defect Type Standard (Cont'd)

%

50 (Interface) interface 1.3
51 internal Procedure (reference) 9.5
52 170 File, display, printer, communication 2.6
53 User Formats. Contents 8.9
60 (Checking) , 0
70 (Data) , 0.5
80 (Function) logic 1.8
81 Pointers Pointers, strings 8.7
82 Loops Off-by-one, incrementing, recursion 5.5
83 Application Computation, algorithmic 2.1
90 (System) , , Memory 0.3
100 (Environment) , Compile, Test, 0
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Code Review Process

7

Entry Criteria :

Program design
Source program listing

Code review checklist
Coding standard
Defect type standard
Defect log forms*
Stop watch (optional)

a Set of Tasks :

Review

Correct

Check

Code Review Process

5

Exit Criteria :

A fully identified source program

One or more code review guideline and

Checklist with every line checked
All identified defects fixed
Completed defect logs

N

/
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Defect Recording log

> Defect data

> Defect
. Defect

> defect
[ |

Mistake disaster

> Defect
[ |

» Unit test test , defect
| |

> Defect

10
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Multiple Defect Problem

11:06

11:47
11:50

11:56

17

47 min

41 min

6 min I

18
1 min
1 min
11:47
11:48

19 20
2 min 26min
2 min
11:48
11:50
12:08
26 min
12:34
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Defect Recording log Tip

. , defect recording log ( ) ,
. defect , , defect fix
. defect
> , defect Compile , defect
> , , defect recording log defect
= Defect . defect
= Defect type . type
= Defect (injected) ,
>
= Removed defect
» Fix defect defect defect

= Description
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Code Review Process

Entry Criteria :

Program design
Source program listing

Code review checklist
Coding standard
Defect type standard
Defect log forms
Stop watch (optional)

\

R

a Set of Tasks :

Review
Correct

Check

Code Review Process

Exit Criteria :

A fully identified source program

One or more code review guideline and

Checklist with every line checked
All identified defects fixed
Completed defect logs

N

/
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Review, Correct, Check

(optional)

1 Review Code review

Code review defect fix ,

review
defect fix

2 Defect fixing fix

Defect Record log
3
4
. -« /T name type

i Integer, signed integer, float point type

6

Overflow, underflow, out-of-bound
7

All rights reserved www. WIg.co.kr
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Review measures

4 | |
Review size (LOC)
Review (minute)
defect
defect (escape)
N /
derive
v
4 Review (review yield) )
(defects/KLOC)

defects/hour of review time
LOC reviewed/hour
\_ DRL (defect removal leverage) )
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Review Yield

. phase (design or code) review phase inject defect
> Review yield = (defects found in the review/total defects injected in the phase) * 100
> ( )
Phase Defects Defects Injected
Found * defect
Post
Development
Planning 0 1 1 1 1 1 1

3
1 R R o
8

Post Development

24
Yield
3/3=100% 3/4=75% 3/5=60% 3/5=60%
8/8=100%
Total process 12 3/3=100% 4/4=100% 12/12=100% 12/18=66.7% 12/21=57.1% 12/24=50.0%

All rights reserved www. WIg.co.kr Extreme Emotion



Review Yield (Cont'd)

Phase Injected Removed Injected Removed Net Escapes
Planning 1 0 1 0 1
5 6 0 6
0 3 6 3 3
15 1 21 4 17
0 8 21 12 9
0 6 21 18 3
0 3 21 21 0
Total 21 21

* Phase yield = 100*{Removed_in_phase/(Removed_in_phase + Net Escapes)}

* Design_review_ yield = 100*{3/(3 + 3)} = 50 %

* Code_review_ yield = 100*{8/(8 + 9)} = 47.1 %

* Compile_ yield = 100*{6/(6 + 3)} = 66.7 %

* Process__ yield = 100*(Removed before compile)/(Removed before compile + escapes into compile and test)

* Process_ yield = 100*{(3+1+8)/(3+1+8+9)} = 100 * (12/21) =57.1 %
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Yield Calculation (Summary)

# of Defects Found # of Defects Injected Yield
Code Review a a
Compile b b+a
Test c c+b+a
o review yield !
X review , review yield !
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Review measures

= Forreview yield
> , review yield defect

= [For defect/hour

» Defect/hour , yield review
= For (defects/KLOC)

» High-yield code review 200 LOC

» Code inspection

» Code inspection 300 LOC/hour )

> , SwW (defects/KLOC) 50 ~ 250

> 100

> 50

» 1,000 KLOC : 50,000 defect
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Review measures (Cont'd)

= [For DRL (Defect Removal Leverage) Defects/ Hour(Phase)

~ Defects/ Hour(UnitTest)

Phase Defects Removed per Hour DRL

25 C++ Programs

Design Reviews 3.91 3.91/1.39=2.8
Code Reviews 5.01 5.01/1.39=3.6
Compile 9.43 9.43/1.39=6.8
Unit Test 1.39 1.39/1.39=1.0

36 Pascal Programs

Design Reviews 3.12 3.12/1.31=2.4
Code Reviews 3.15 3.15/1.31=2.4
Compile 7.99 7.99/1.31=6.1
Unit Test 1.31 1.31/1.31=1.0
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Review Summary

Review Process

v
A

/ Defect record logs

Review measures Review analysis
(review yield) (Pareto distribution)
Review process ~ Checklist
improvement improvement
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Thank you!
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